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1
Decision/action requested

This is a follow-up of a threat reported in SA3#101-e and shares countermeasures for SA3’s information.
2
References

[1]
S3-202878, A threat of service disruption due to unprotected RRC messages reported by 5G Security Forum in South Korea
[2]
S3-203498, Reply LS on threats of service disruption, SIP message alternation and content eavesdropping in 5G networks
[3]
ITU-T SG17-C1140, Revised baseline text for X.5Gsec-guide: Security guideline for 5G communication system (Proposal for a threat and capability regarding “Service disruption from manipulated RRC connection Request)
[4]
ITU-T SG17 X.5Gsec-guide: Security guideline for 5G communication system (2021-08)
3
Rationale

This contribution is a follow-up of a threat of service disruption due to unprotected RRC messages reported in SA3#101-e [1], to forward a proposal from 5G Security Forum in South Korea. 
A proposal for countermeasures against the threat is agreed in ITU-T SG17 August/September 2021 meeting [3], and it is included in the draft X.5Gsec-guide (2021-08) [4]. SA3 members are recommended to consider the shared information for implementation, to remedy a potential threat.
4
Detailed proposal

The treat was reported as follows in SA3#101-e [1]:
“An attacker can obtain temporary identification (GUTI, TMSI) of a user equipment from RRC Connection Request messages sent in plaintext and prevent a legitimate UE from accessing the network by tampering with the message to the base station.

According to 3GPP TS.33.401 [1], because there is no integrity protection for the messages exchanged, the attacker can try to re-establish an RRC connection with a targeting temporary identification continuously and victim UE may lose its connection to the network.”

During the meeting this potential threat was discussed, and it was agreed that the threat is not appropriate for standard work and the issue should be left for an implantation issue. The agreed reply LS to ITU-T SG17 was as follows [2]:
“Regarding the first threat of falsely generated RRC messages in the LS, SA3 believes that it does not come from the 5G standards and is purely an implementation issue.”
Following the reply LS from SA3, ITU-T SG17 agreed to include the countermeasures [3] in the draft security guideline under progress [4]. The countermeasures recommend that eNodeB or gNodeB needs to make a decision on the existing RRC connection when the processing of new RRC connection request is completed. The details are shared as follows [3], to encourage its implementation by 3GPP members if necessary.


	Appendix II
Threat on service disruption from manipulated RRC connection Request and its capability
II.1 Overview
The RRC Connection Request is a message transmitted when a UE accesses a network and is sent in plaintext. It includes GUTI or S-TMSI, which is temporary identification information of the UE. There are several ways to find out the temporary identification information of a specific user. If an attacker captures this RRC Connection Request and modify this message transmitted in plaintext in the previous step, then the victim's temporary identification information can be used to continuously block the victim's network connection.

II.2 Attack Scenario
An attacker can intercept the RRC Connection Request message transmitted in plaintext and identify GUTI or S-TMSI, which is temporary identification information. When sending a forged RRC Connection Request message, the attacker misuses the temporary identification information and their message is mistaken as being sent from the victim's UE. Although the attacker's RRC connection is released due to a MAC (message authentication code) authentication failure during NAS signalling, the attacker can continuously block the victim's radio connection by sending the same forged message again. In addition, temporary identification information is newly created at regular time intervals according to specific rules based on IMSI. If the S-TMSI is changed, then the attacker can detect the change and send an attack message again. To block victim UE from radio access, the attacker needs to send a forged RRC Connection Request message. There are two prerequisites for this attack: (1) The attacker needs to place his mobile device in the same cell as that of the victim’s UE so that they can capture radio traffic. (2) The attacker has the UE that can send a forged message.
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II.3 Consequence 
Due to this vulnerability, where there is no check to determine whether the message has been tampered with, the radio network equipment (e/gNodeB) disconnects the existing connection with the victim’s UE according to the message sent by the attacker and connects to the attacker's UE. The victim's UE may remain in a state where it cannot access the network normally.

II.4 Countermeasures
The simplest and most effective method is that the base station maintains the RRC connection with the existing user for a certain period of time. After the attacker establishes the RRC connection using the stolen ID of the victim, the connection will be released when the NAS signalling process fails. Therefore, if the victim's existing connection is maintained until the attacker's RRC connection is released, the radio connection can be maintained. Usually, the time from when an attacker attempts RRC Connection until RRC Release due to a failure in the NAS signalling process corresponds to the duration for which the base station transmits RRC Connection Setup and waits for RRC Connection Setup Complete. Therefore, the “Waiting Timer”
 is implemented in the e/gNodeB to count the time from when it sends RRC Connection Setup to the UE until it receives RRC Connection Setup Complete. We recommend adding a process so that the base station maintains a connection longer than the Waiting Timer for the existing RRC connection, which now sends a request with a duplicate ID, and maintains the existing connection when a new connection is released within the corresponding time. The maintenance time is to be minimized in consideration of its influence on communication service and equipment performance.

In addition, an attacker can repeatedly send RRC Connection Request to the base-station to sustain the service disruption status to a victim. To mitigate this situation, it is recommended to set “Limit Time” and “Limit Count” at a e/gNodeB, if RRC connection and Release are repeatedly performed within the time limit and over a number of the count limit, adding a process so that the base station alert Network Operator to monitor attacks.

 For example, T352 as defined in 3GPP TS 25.331.









